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Configure SAML 2.0 for Shufflrr using ADFS

A SAML 2.0 identity provider (IDP) can take many forms, one of which is a self-hosted Active Directory
Federation Services (ADFS) server. ADFS is a service provided by Microsoft as a standard role for
Windows Server that provides a web login using existing Active Directory credentials.

NOTE: This document is for guidance purposes only. Every enterprise has different policies and business
rules and some things may not apply to everyone.

Requirements

To use ADFS to log in to your Shufflrr instance, you need the following components:

= An Active Directory instance where all users have an email address attribute.

* An Admin Shufflrr account for your Site to be able to make configuration changes.

= A server running Microsoft Server 2012 or 2008. This guide uses screenshots from Server
2012R2, but similar steps should be possible on other versions.

* An SSL certificate to sign your ADFS login page and the fingerprint for that certificate.

NOTE: After you meet these basic requirements, you need to install ADFS on your server. Configuring and
installing ADFS is beyond the scope of this guide, but it's detailed in this Microsoft KB article.

When you have a fully installed ADFS installation, note down the value for the 'SAML 2.0/W-Federation'
URL in the ADFS Endpoints section. If you chose the defaults for the installation, this will be '/adfs/Is/".

Also, for this document, we will use the service provider id https://ADFS.Shuffirr.local to test. In
your case, it will be https://YourShufflrrSiteName.Shufflrr.com


http://msdn.microsoft.com/en-us/library/gg188612.aspx
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Step 1 - Adding a Relying Party Trust

At this point you should be ready to set up the ADFS connection with your Shufflrr instance. The
connection between ADFS and Shufflrr is defined using a Relying Party Trust (RPT).

Select the Relying Party Trusts folder from AD FS Management, and add a new Standard Relying Party
Trust from the Actions sidebar. This starts the configuration wizard for a new trust.

Y3 ADFS - [= ]
W7 File Action View Window Help
«s(= @
P[] Service
ADFS -
4 (7 Trust Relationships Overview
7 Claims Provider Trusts Add Relying Party Trust...
 Reyi AD ES nrovidas sindls-sion-on (SS0) acosss for cliert computers. Add I Provider Trust
& Attri Add Relying Party Trust... aims Frovider Trust..
b 1 Authent Add Non-Claims-Aware Relying Party Trust. Add Attribute Store...
Mew Windew from Here fionships Edit Federation Service Properties...
stion Policies
Refresh Edit Published Claims
B Revoke All Proxies
Help
o View »
New Window from Here
|| Refresh
ﬂ Help
i Add Relying Party Trust Wizard -
Welcome
Steps _ -
‘Welcome to the Add Relying Party Trust Wizard
@ Welcome

Thig wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
@ Select Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Configure Multifactor
Puthertication Now? The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

@ Choose Issuance after you complete the wizard.

Authorization Rules
@ Readyto Add Trust
@ Finish

< Previous Start | | Cancel




1.
hit Next

Zshufflrr

In the Select Data Source screen, select the last option, Enter Data About the Party Manually and

NOTE: In this guide, we chose to enter data manually, but your Enterprise might be importing
from a file or from the Federation metadata xml.

i

Select Data Source

Steps
Welcome
Select Data Source
Specify Display Name
Choose Profile

@

@

@

@

@ Configure Certficate
@ Configure URL

@ Configure |dentfiers
@

Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

Ready to Add Trust
Firish

® ®

Add Relying Party Trust Wizard -

Select an option that this wizard will use to obtain data about this relying party:

) Import data aboutt the relying party published online oron a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

Example: fs.contoso.com or https://www contoso .com./app

O Import data about the relying party from a file
Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source.  This wizard will not
validate the source of the file.

Federation metadata file location:

@) Erter data about the refying party manualy
Use this option to manually input the necessary data about this relying party organization.

| < Previous || MNexd = || Cancel

2. On the next screen, enter a Display name that you'll recognize in the future, and any notes you

want to make.

8 Add Relying Party Trust Wizard

Specify Display Name
Steps Enter the display name and any optional notes for this relying party.

Welcome Display name:

Select Data Source [Shm’ﬂrﬂ

Specify Display Name Notes:

Choose Profile

Configure URL

@

@

@

@

@ Configure Certificate
@

@ Configure Identifiers
@

Configure Muttifactor

Authentication Now?

@ Choose lssuance
Authorization Rules

Ready to Add Trust
@ Finish

< Previous ||

Nexd >

| [ cancel




3. On the next screen, select the ADFS FS profile radio button.

Choose Profile

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate
@ Configure URL

@ Configure Identffiers

@ Corﬁgun Muttifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

This wizard uses

@® AD FS profile
This profile

wﬁgmwcﬂestoadhae&mgthem&hgpmym Choose the appropriate
configuration profile for this relying party

parties that

O AD FS 1.0and 1.1 profile
This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

supports relying are interoperable with new AD FS features, such as
security token encryption and the SAML 2.0 protocol.

| <Previous | [ Next>

| [ cancel

4. On the next screen, leave the certificate settings at their defaults.

Configure Certificate

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate
@ Configure URL

@ Configure Identifiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Spwfym optional token

encryption certificate. The token encryption cedificate is used to encrypt the
sent to this relying party. ﬂummﬂmﬂuwﬂukwdmmem
claims that are sentto it. To specify the certificate, click Browse.

Issuer:

Subject:
Effective date:
Expiration date:

[ View H Browse...

| I Remove

<Previous | [ Next>

| | cancel
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5. On the next screen, check the box labeled Enable Support for the SAML 2.0 WebSSO protocol.

The service URL will be https://ADFS.Shuffirr.Local/login/samlassertionconsumerservice.
Note that there's no trailing slash at the end of the URL.

Configure URL

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 WebSSO protocols for relying parties. I
WS-Federation. SAML, or both are used by the relying party. select the check boxes for them and specffy the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

[[] Enable support for the WS-Federation Passive protocol

The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the
'WS-Federation Passive protocol.

Relying party WS-Federation Passive protocol URL:

Example: https://s.contoso.com/adfs/s/

[ Enable support for the SAML 2.0 WebSSO protocol

The SAML 2.0 single-sign-on (SSO) service URL supports Web-browser-based claims providers using the
SAML 2.0 WebSSO protocol.

Relying party SAML 2.0 SSO service URL:
|rttps://ADFS. Shuffi Local Aogin/samlasseti vice|
Example: https://www contoso.com/adfs/ls/

<Previous | [ Net> |[ Cancel |

6. On the next screen, add a Relying party trust identifier as such https://ADFS.shuffirr.local

Configure Identifiers

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate
@ Configure URL

Relying parties may be identified by one or more unique identifier strings. Specify the identifiers for this relying
party trust.

Relying party trust identifier:

| | [ A ]
Example: hitps.//fs contoso.com/adfs/services/Arust

Relying party trust identifiers:

<Previous | | MNet> |[ Cancel |



https://adfs.shufflrr.local/login/samlassertionconsumerservice
https://adfs.shufflrr.local/
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7. On the next screen, you may configure multi-factor authentication, but this is beyond the scope of
this guide so, in this instance, we go ahead and DON'T configure it. Hit Next.

) Configure multiéactor authentication settings for this relying party trust. Multifactor authentication is required
@ Welcome there is a match for any of the specified requirements.

@ Select Data Source

@ Specify Display Name Muttifactor Authentication Global Settings

@ Choose Profile Requirements Users/G Not corfi

@ Configure Cedificate Device Not

@ Configure URL P v

@ Configure Identifiers
@ Configure Multifactor
Authentication Now?

@ Choose Issuance

Authorization Rules
@ Readyto Add Trust
@ Finish

® | do not want to configure multifactor authentication settings for this relying party trust at this time.
O Configure multifactor authertication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

[ <Previous | [ Net> || cancel |

8. On the next screen, select the Permit all users to access this relying party radio button.

Choose Issuance Authorization Rules

Steps h detemine whether a user is pemitted to receive claims for the relying party.

@ Welcome Onoumdhfdomomfw&emdbdnvmd&udmgm:maﬂmmm

® Select Data Source ® Pemlduwstomﬂisrdyi'\gpaty

@ Specify Display Name authorization rules will be configured to pemit all users to access this relying party. The relying
@ Chooss Profie p&ymumpic&onnwﬂdawhmum

@ Corfigure Certficate O Deny all users access to this relying party

@ Configure URL The i th ion rules will be configured to deny all users access to this relying party. You must

lduaddmaﬂmzwonniestomdﬂemym(omhsrdyhgm
@ Configure Identifiers

@ Configure Muttifactor
Authentication Now? You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
@ Choose Issuance 2
Authorization Rules
@ Readyto Add Trust
@ Finish

<Previous | [ Net> | [ Cancel
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9. On the next two screens, the wizard will display an overview of your settings. On the final screen
use the Close button to exit and open the Claim Rules editor.

wil

The relying party trust was successfully added to the AD FS configuration database.

oW You can modfy this relying party trust by using the Properties dialog box in the AD FS Management snap+n.

@ Select Data Source
@ Speciy Display Name
@ Choose Profile

@ Configure Cerificate
@ Configure URL

@ Configure Identifiers

@ Configure Multifactor
Authentication Now?

@ Choose Issuance

Authorization Rules
@ Readyto Add Trust
@ Finish

(] Open the Edtt Claim Rules dialog for this relying party trust when the wizard closes

10. DoubleClick on the newly created RPT to view its properties. Once open, on the Identifiers tab,
Add the identifier https://ADFS.Shufflrr.local (Service Provider ID).

Organization | Endpoints | Proxy Endpoints | Notes | Advanced
Monitoring | ldentifiers | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this relying party trust.

Display name:

|ADFS Shuffir |
I | [ A
Example: https:/As.contoso.com/adfs/servicesArust
Relying party identifiers:

0K |[ Cancdl || Aoy |
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11.On the signature tab, add the signature certificate from the Shufflrr admin portal. “Service
Provider Certificate”.

Organization | Endpoints | Proxy Endpoints | Notes | Advanced
Montoring | Identfiers | Encryption | Signature | Accepted Claims

Specify the signature verffication certificates for requests from this relying
party.

Subject Issuer Effective Date Expiratic
EJE=support@s... E=suppot@shuf... 7/8/20154:14:4.. 7/3/20

12. On the Endpoints tab, Create a SAML Assertion Endpoint with the “Service Provider ACS URL"
from the Shufflrr admin portal.

ADFS Shuffirr Properties [x]

Monttoring | Identfiers | Encyption | Sigr | Accepted Claims
Organization | Endpoints | Proxy Endpoints | Notes | Advanced

Specify the endpoints to use for SAML and WS-FederationPassive protocols.

URL Index Binding  Defaut Re
SAML Assertion Consumer Endpoints
https://ADFS Shuffirlocal/o... 0 POST No

Endpoint type:

\»SAML Assertion Consumer
Binding:

[PosT

[[] Set the trusted URL as default

Trusted URL:
[m://ADFS.MW/saﬂMMMW
Example: https://sts contoso.com/adfs/ls

<] n | >
Response URL:
Add SAML... |
Add WS-Federation... [ Remove |[ Ea. | Example: hitps://sts. contoso.com/logout

[ ok [ cancal |[ 2o
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13. On the Advanced tab, Configure the hash algorithm for SHA-1 (Current Shufflrr signature cert is
SHA-1) and then Configure the Relying Party trust so that both the Assertion and the Response
are signed:

Open PowerShell as an admin and run the command below. This action will add the signature to
SAML messages, making verification successful.

Note: Your TargetName is the Display name for your Identifier and in this case ‘ADFS Shuffirr’.

Add-PSSnapin Microsoft.Adfs.Powershell Set-AdfsRelyingPartyTrust -TargetName
'ADFS Shufflrr' -Saml1ResponseSignature MessageAndAssertion

Shuffirr Properties -

: Monitoring [ Identifiers l Encryption l Signature [ Act;epted Claims
| Organization [ Endpoints l Proxy Endpoints l Notes | Advanced

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorithm: lSHA-1 v

oK || Cancel




Step 2 - Creating claim rules

Once the relying party trust has been created, you can create the claim rules and update the RPT with
minor changes that aren't set by the wizard. By default, the claim rule editor opens once you created the

trust.

1.

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

lssuance Transf H"‘“l' - "R'-‘”Ir“ '-""Fl.ies]
The following transform rules specify the claims that will be sent to the relying party.
Order Rule Name Issued Claims
2
Add Rule... Edit Rule... Remove Rule...
[ ok ][ cancel || ooy

Select the template for the claim rule that you want to create from the following list. The description p
details about each claim rule template.

Claim rule template:
[Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Muttiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephone Numb:
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user’s group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Next > I I Cancel
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2. On the next screen complete the form as such;

a. Claim rule name: Send LDAP as Claims

b. Attribute Directory: Active Directory

C. Mapping of LDAP attributes to outgoing claim types- Outgoing Claim Type
E-Mail-Addresses Name ID

E-Mail-Addresses email Address

Given-Name first name

Surname last name

NOTE: Enter all claim Types Using the dropdown, DO NOT TYPE THEM INI

Click OK to save the new rule

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:

Rule template: Send LDAP Attributes as Claims

Attribute store:
| |Active Directory

Mapping of LDAP attributes to outgoing claim types:

:&Am;h“e (Select ortype to Outgoing Claim Type (Select or type to add more)

E-Mail-Addresses v |Name ID
E-Mail-Addresses v |email address
Given-Name v [first name

Sumame v Ilast name




Step 2 - Setting Up Groups in SAML from ADFS

1. Right-click your Relying Party Trust and select Edit Claim Rules....

L&

F

Update from Federation Metadata... I

| Edit Claim Rules... |

Disable
Properties
Delete
Help

2. Select Add Rule.

3. Select Send Group Membership as a Claim and click Next.

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following kst. The d providk
detais about each clam rule template.

Claim rule template-

lSdemMenbaimasauun VI

Claim rule template description:

Using the Send Group Membership as a Clam rule template you can select an Active Directory security
group to send as a claim. Only a single claim will be emitted from this rule, based on the group selected.
For example, you can use this rule template to create a rule that will send a group claim with a value of
“Admin" f the user is a member of the "Domain Admins” securtty group. This rule template should only be
used for users of the local Active Directory Domain

Previous | [ Net> | [ Cancel |
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Enter the Claim rule name.
Click Browse to select your User’s group.
Select Group as your Outgoing claim type.

Set your Outgoing claim value to match your group’s name.

Click Finish.
S ——
@ Add Transform Claim Rule Wizard BRE e i 05 group <
. DNS Administrators Gro...
Configure Rule . DNS chents who are per...
. Designated admunistrato...
Seps You can configure ths nie 1o send a clem based on a user’s Active Directory group membership. Specty the . All workstations and ser...
@ Ohoose Rule Type group that the user is 3 menber of, and speciy the autgoing claim type and value 10 issue ANl domaein controliers i
@ Corfigure Cam Rue Claim nje name
[MyGROUP
Ruie tempiate Send Group Memberstsp s a Carm Seoct Vo chiect e
From this location
Browse
JE I [Ertre Ovocton | [ Locasons |
Outgang dam type Erter the obyect name to select (mampies)
[Groue v] MYGROLUP] Ok Harmes
Unipechied
mvGRouP

[<Povos | [ Fowh | [ Coce |




Step 4 — Testing SSO login
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1. When done, the Shufflrr Admin page should look something like this.

9% Authentication
Authentication Type 7! Shuttrr
Salestorce
~ SAML Single Sign-On
SAML Single Sign-On
Service Provider 1D hitps /| shuffir com
hitps /1 shuffir com/login/samiassertionconsumerservice
Sorvice Provider Certificate & Download
Identity Provider Certificate & Download m Sig cer
Identity Provider Issuer ID hitp:/7adfs /adtsiservicesitust
Single Sign-on Service URL Nitps /7adfs. adms/is:
Sign Authentication Request -
SAML Response Signed n
SAML Assertion Signed -
SAML Assertion Encrypted

Please ensure that SAML atiributes are Included with the identity Provider
response for the user's email address. first name and last name The attributes
we recognize are

Email
ematadaress
emal

mail

First Name
firstName
givenName
Last Name
lasiName
sumame

sn

Full Name
fuiName
name
dispiayName

2. Logout of Shufflrr and try to log in using the blue Single Sign-On button

Zshufflrr™

2 Signin

Thiz field iz rww'tcL

Thiz field iz required. \

-or-

Single Sign-On

Remember me Forgot Password?
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